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Replacement Appendix of Claims 

49. A method for managing digital rights, the method comprising: 

monitoring an input/output system of a user device for attempted file transfers between 
the user device and an external device through one or more input^output ports of the user device; 

detecting an attempt to transfer a data file between the user device and an external device 
through one of the input/output ports of the user device, wherein the data file is stored in an 
unwrapped form prior to the attempt to transfer the data file; and 

applying a digital wrapper to the unwrapped data file in response to the detected attempt 
to transfer the data file before allowing the attempted transfer, wherein the digital wrapper is 
adapted to prevent unauthorized access to the data file after the data file is transferred between 
the user device and the external device. 

50. The method of claim 49 wherein the data file comprises a media file. 

5 1 . The method of claim 49 fiirther comprising identifying the data file as embodying 
a particular protected work from a plurality of predetermined works, wherein the digital wrapper 
is applied based on the identity of the data file. 

52. The method of claim 51 wherein the digital wrapper is applied based on the 
identity of the data file matching an identification of the data file in a database on the user 
device. 

53. The method of claim 51 wherein identifying the data file comprises using a file 
recognition algorithm adapted for identifying data files as embodying particular protected works 
based on characteristics of the data files. 
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54. The method of claim 49 wherein the digital wrapper includes information 
identifying the data file and information relating to an allocation of credits to one or more 
distributors of the data file based on purchases of the data file. 
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60. A method for managing digital rights, the method comprising: 

identifying a media file stored on a user device for distribution to an external device, 
where the media file is stored in an unwrapped form prior to distribution; 

identifying access rules associated with the media file, wherein the access rules include 
information relating to usage rights and usage fees; 

applying a digital wrapper to the media file before distribution occurs, with the digital 
wrapper including identification data for the media file and data relating to the access rules, 
wherein the digital wrapper is adapted to prevent unauthorized access to the media file after the 
media file is distributed to the external device. 

61. The method of claim 60 wherein the digital wrapper is adapted to be disabled for 
use of the media file by an external device that has a license to access the media file. 

62. The method of claim 60 wherein the digital wrapper further includes information 
relating to at least one distributor of the media file. 
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100. An article comprising a machine-readable medium storing instructions for causing 
one or more processors to perform operations comprising: 

monitoring an input/output system of a user device for attempted file transfers between 
the user device and an external device through one or more input^output ports of the user device; 

detecting an attempt to transfer a data file between the user device and an external device 
through one of the input/output ports of the user device, wherein the data file is stored in an 
unwrapped form prior to the attempt to transfer the data file; and 

applying a digital wrapper to the unwrapped data file in response to the detected attempt 
to transfer the data file before allowing the attempted transfer, wherein the digital wrapper is 
adapted to prevent unauthorized access to the data file after the data file is transferred between 
the user device and the external device. 

101. The article of claim 1 00 wherein the machine-readable medium stores instructions 
for causing one or more processors to perform fiirther operations comprising identifying the data 
file as being subject to protection from unauthorized copying. 

102. The article of claim 101 wherein identifying the data file as being subject to 
protection from unauthorized copying includes locating an identifier for the data file in a 
database stored on the user device. 

103. The article of claim 101 wherein identifying the data file as being subject to 
protection from unauthorized copying includes: 

sending a message including information for identifying the data file to a remote server; 

and 

receiving a response to the message indicating that the data file is subject to protection 
from unauthorized copying. 
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108. An article comprising a machine-readable medium storing instructions for causing 
one or more processors to perform operations comprising: 

identifying a media file stored on a user device for distribution to an external device, 
where the media file is stored in an unwrapped form prior to distribution; 

identifying access rules associated with the media file, wherein the access rules include 
information relating to usage rights and usage fees; 

applying a digital wrapper to the media file before distribution occurs, with the digital 
wrapper including identification data for the media file and data relating to the access rules, 
wherein the digital wrapper is adapted to prevent unauthorized access to the media file after the 
media file is distributed to the external device. 

109. The article of claim 108 wherein identifying the media file comprises identifying 
the media file using a file recognition algorithm. 

110. The article of claim 108 wherein identifying the access rules associated with the 
media file comprises receiving access rules from a remote server. 

111. The article of claim 108 wherein the machine-readable medium stores instructions 
for causing one or more processors to perform further operations comprising: 

receiving a request from a user of the extemal device for authorization to access the 
media file after distribution of the media file from the user device; 

notifying a remote server of the request for authorization to access the media file by the 
extemal device; and 

disabling the digital wrapper to allow access to the media file by the user of the extemal 

device. 

112. The article of claim 108 wherein identifying the access rules associated with the 
media file comprises receiving the access rules from the user device. 



